Annex B. Examples of the developed tools
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HAPIsLayer rdf type owl Class

HAbstractionLayer rdf type owl Class

HAcceptance rdf type owl Class
HAdministration/Management rdf type owl-Class
HApplicationSecurty rdf type owl:Class

HApplication SecurityAssurance Program rdf type owl.Class
HApplicationStorage rdf type owl Class

HApplicationsLayer rdf type owl Class

HAudit Compliance rdf type owl Class

HAuditing SupphyChains rdf type owl:Class

HAuthentication rdf type owl Class

HAuthentication, Authorization Compliance rdf type owl.Class
HAuthorization AndAccessControl rdf type owl Class
HAutharizations rdf type owl:Class

HAvoidance ndf type owl Class

HBigDatafsAService rdf type owl Class
#BoardAndManagement Structure And Process rdf type owl Class
#HBusinessChallenges rdf type owl:Class

HBusinessContinuity rdf type owl:Class
HCSPSecurityAssessments rdf type owl Class
HClient/ApplicationEncryption rdf type owl Class
#CloudModels rdf type owl Class

#HCloud Services/Applications Development rdf type owl - Class
HCompliance rdf type owl-Class

#HComplianceBuilding Blocks rdf type owl Class
HComplianceWithIntemational /Industry StandardsOn Security rdf type owl Class
HConstruction rdf type owl:Class

MNuskaityti ortologijg Transformuoti

Fig. B.1. Example of software for ontology transforming into RIF
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£134 (4 (id 637) (nr 10) (country "Lithuania®) (type "Local infections”) (date "2019-01-22") (mame " Trojan.Win32.Hostsz.gen") (value "23") (class "TrojWare”) (platform "Trojan-Spy") (descripti,
£-135 (id 638) (nr 1) (country "Lithuania") (type "On-Demand Scan”) (date "2019-01-22") (name " DangerousObject.Multi.Generic") (value "7.95%") (class "DangerousObject”) (platform "Multi") (d
£136 (id 639) (nr 2) (country "Lithuania”) (type "On-Demand Scan”) (date "2019-01-22") (name " HackTool.MSIL.KMSAuto.d") (value "4.8%") (class "HackTool”) (platform "MSIL") (description "App
£-137 (id 640) (nr 3) (country "Lithuania”) (type "On-Demand Scan”) (date "2019-01-22) (name " HackTool.MSIL.KMSAuto.a") (value "4.34%") (class "HackTool") (platform "MSIL") (description "Ap
£-138 (id 641) (nr 4) (country "Lithuania”) (type "On-Demand Scan”) (date "2019-01-22") (mame " HackTool.Win4.HackKMS.b") (value "2.57%") (class "HackTool") (platform "Win64") (description "
£-133 (id 642) (nr 5) (country "Lithuania”) (type "On-Demand Scan”) (date "2019-01-22") (mame " Trojan.Win32.SEPEH.gen®) (value "1.983") (class "Trojan”) (platform "Win32") (description "This
£-120 (id 643) (nr 6) (country "Lithuania”) (type "On-Demand Scan”) (date "2019-01-22) (mame " Trojan.Multi.Accesstr.a.sh”) (value "1.92%") (class "Trojan”) (platform "Multi®) (description "
£-141 (id 644) (nr 7) (country "Lithuania”) (type "On-Demand Scan”) (date "2019-01-22") (name " Trojan.Multi.GenBadur.gen") (value "1.75%") (class "Trojan") (platform "Multi”) (description T
£-142 (id 645) (nr 8) (country "Lithuania”) (type "On-Demand Scan”) (date "2019-01-22") (name " Trojan.Multi.Accesstr.a.um”) (value 1.67%") (class "Trojan”) (platform "Multi®) (description "
£-143 (id 646) (nr 9) (country "Lithuania”) (type "On-Demand Scan”) (date "2019-01-227) (name " Trojan.Script.Generic®) (value "1.48%") (class "Trojan") (platform "Script”) (description "This
£-142 (id 647) (nr 10) (country "Lithuania®) (type "On-Demand Scan") (date "2019-01-22") (name " HackTool.Win32.KMSAuto.er”) (value "1.46%") (class "HackTool") (platform "Win32") (description
£-145 (id 648) (nr 1) (country "Lithuania”) (type "Spam”) (date "2019-01-22") (name * Shikari®) (value "47.913") (class "nil®) (platform "nil®) (description "nil®))
£-146 (id 649) (nr 2) (country "Lithuania”) (type "Spam") (date "2019-01-22") (name " Linguistic Analysis") (value "43.028") (class "nil") (platform "nil") (description "nil"))
£-147 (id 650) (nr 3) (country "Lithuania”) (type "Spam") (name " Analysis of Formal Attributes") (value "8.69%") (class "nil") (platform "nil") (description "nil"))
£-148 (id 651) (nr 4) (country "Lithuania") (type "Spam”) (name " Signature Analysis") (value "0.333") (class "nil") (platform "nil") (description "nil"))
£-143 (id 652) (nr 5) (country "Lithuania®) (type "Spam") (name " Enforced Anti-Spam Update Service”) (value "0.02%") (class "nil") (platform "nil") (description "nil"))
£-150 (id 653) (nr 6) (country "Lithuania") (type "Spam") (name " Other”) (value "0.02%") (class "nil") (platform "nil") (description "nil"))
£-151 (id 654) (nr 1) (country "Lithuania”) (type "Vulnerabilities”) (date "2019-01-22") (name " Exploit.MSOffice.CVE-2017-11882.gen”) (value "85.71%") (class "Malware”) (platform "Dos”) (des
£-152 (id €55) (nr 2) (country "Lithuania”) (type "Vulnerabilities”) (date "2019-01-22") (name " Exploit.Script.Genmeric") (value "2.86%") (class "Exploit”) (platform "Script”) (description "A
£-153 (id 656) (nr 3) (country "Lithuania”) (type "Vulnerabilities”) (date "2019-01-22") (name " Exploit.SWF.Agent.a") (value "2.86%") (class "Malware") (platform "DoS”) (description "Exploit
£-154 (id €57) (nr 4) (country "Lithuania”) (type "Vulnerabilities") (date "2019-01-22") (name " Exploit.Win32.BypassUAC") (value "2.86%") (class "Malware") (platform "DoS") (description "Exp
£-155 (id 658) (nr 5) (country "Lithuania”) (type "Vulnerabilities”) (date "2019-01-22") (name " Exploit.HTML.IframeBof") (value "1.43%") (class "Malware”) (platform "Dos”) (description "Expl
£-156 (id 659) (nr 6) (country "Lithuania”) (type "Vulnerabilities”) (date "2019-01-22") (name " Exploit.Java.CVE-2012-1723.gen") (value "1.43%") (class "Malware") (platform "Dos") (descripti
£157 (id 660) (nr 7) (country "Lithuania”) (type "Vulnerabilities”) (date "2019-01-22") (name " Exploit.Java.CVE-2013-0431.gen") (value "1.433") (class "Malware") (platform "Dos") (descripti
£-158 (1d 661) (nr 8) (country "Lithuania®) (type "Vulnerabilities") (date "2019-01-22") (name " Exploit.Androidos.lotoor.cc”) (value "1.43%") (class "Exploit”) (platform "Androidos”) (descri
£-159 (id 662) (nr 1) (country "Lithuania”) (type "Web threats”) (date "2019-01-22") (mame " Trojan.Script.Miner.gen") (value "54.55%") (class "Trojan”) (platform "Script") "This
£-160 (id 663) (nr 2) (country "Lithuania”) (type "Web threats”) (date "2019-01-22") (mame " Trojan.Script.Gemeric") (value "25.89%") (class "Trojan") (platform "Script") (description "This £
£-161 (id 664) (nr 3) (country "Lithuania”) (type "Web threats”) (date "2019-01-22") (mame " Trojan-Downloader.JS.Inor.a") (value "4.55%") (class "Trojan-Downloader”) (platform "JS*) (descrip
£-162 (id 665) (nr 4) (country "Lithuania”) (type "Web threats”) (date "2019-01-22") (mame " Trojan-Clicker.HTML.Iframe.dg”) (value "2.55%") (class "Trojan-Clicker”) (platform "HTML") (descri
£163 (id 666) (nr 5) (country "Lithuania”) (type "Web threats”) (date "2019-01-22") (name " Hoax.HTML.FraudLoad.m”) (value "1.79%") (class "Hoax") (platform "HIML") (description "This family
£-164 (id 667) (nr 6) (country “Lithuania”) (type "Web threats”) (date "2019-01-22") (name " DangerousObject.Multi.Gemeric") (value *1.58%") (class "DangerousObject") (platform "Multi®) (desc
£-165 (id 668) (nr 7) (country "Lithuania”) (type "Web threats”) (date "2019-01-22") (name " Trojan.Win32.Agent.vho") (value "1.43%") (class "Trojan”) (platform "Win32") (description "Malicio
£-166 (id 669) (nr 8) (country "Lithuania") (type "Web threats”) (date "2019-01-22") (mame " Trojan.JS.Redirector.afx”) (value "1.23%") (class "TrojWare") (platform "Trojan-Spy") (description
£-167 (id 670) (nr 9) (country “Lithuania”) (type "Web threats”) (date "2019-01-22") (mame * Trojan.JS.Miner.y") (value "1.12%") (class "Trojan”) (platform "JS") (description "This family inc
£-168 tiquestion (id 671) (nr 10) (country "Lithuania”) (type "Web threats”) (date "2019-01-22") (name " Trojan.MSIL.Cryptos.gen”) (value "0.82%") (class "Trojan") (platform "MSIL") (description "Malwar

For a total of 169 facts in module MAIN.

<

Fig. B.2. Example of the knowledge base import to the JESS expert system
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Fig. B.3. Example of automatically generated rules from attack trees successfull import into JESS
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Fig. B.4. Example of automated testing of the expert system prototype
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